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Un"l'_lne soclal ne't‘_LT.kE are. a unigue phenomenon WhICh generates
.. Important data flows. They rely on new and old online dynamics.

= These data flows lead to important benefits to users In their various
capacities.

= These flows (and their benefits) are coming under attack from other
countering forces — and the outcome is not clear.

= \What is the role of the law? Should it facilitate the goevermance of social
networks?

= Law Is always there (as opposed to a somewhat naive conception of
the web). Our position on several inescapable legal issues will |mpact

iscourse within social networks
' i diffe ntm
dlﬂ‘erent POJICY regommemr Shals countering social valuerwe

€ VvVallous bene ItS mentioned.




— Understandlng our Prime motivation; Promotlng and fécmfatlng the
~__benefits . of an _efficient and' rich information flow within

online social hetworks.

Online Social Networks: MySpace, Twitter, Facebook...and also “Folksonomies” — such
as digg.com, slashdot.com Karma, Virtual Worlds, Wikis, Social Software.

— Technological foundations — broadband, stronger computing power, etc.
— Rely on platforms, user motivation, and a system of accreditation.

— Too a great degree — relies on the power of search engines.

— What are the outer limits — P2P? The net as a whole?

= Effective and rich flow: unclear — many participants (?2), velume of data,
strength of ties, data that is both of a high quality and reliable.

BENefits: some vague (promotlng discourse and thus free spgech.gﬁg_"
IVE . { Uenerﬁr' 0l NEW. ferMmMSs e

content, alt: [enplal uimer-related information flows).

| portant |mpI|cat|ons as to the.role.of law in other




- Key Factors m—achlevmg the mentioned TIow
f—-(-beyonel—havmg a neutral technical and physical
Infrastructure in place):

User motivation — could be compromised by free riding,
and lack of interest. -

— Data must be accredited and of high guality’— but much
of the data Is not precise or just wrong.

= Soclal forces and technological measures (aided

mﬁarket Incentives) assistii ercommg.mgb
allen
'Some S — these forces and measures raise

privacy concerns.



Cﬁ'la 1'enges grow*fﬁeniﬁeﬂstakes rise — powerful entltles are —
— ﬁressured to manipulate the data flews so that their outcomes meet
elr own Interest.

= They can do so by “attacking” platform reliability and neutrality (will not
discuss) and undermining user motivation (examples).

= Furthermore, they can do so by directly tampering with the data flow
(while hoping to do undetected) (examples). ~

= Social norms and technological tools (especially:data mining
algorithms) try and cope — yet it is not clear if they would succeed.

= Again, some of these actions are related to the existing privacy laws
ility: toranonymously game the system) and stem from the gl
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A Role for Lawy

= Given the importance of the outcomes of

i.__——.-_ -
data flows — we must openly examine and
decide upon the balance between promoting

motivation, data quality and other ebjectives.
— Currently not addressing an important layer of

Iscussion re: infrastructure neutrality and -




Laws can generate a “c—hllllng effect” on motlvatlon
-————-By generating liability (liable, privacy, copyright).
— By compromising privacy (identifying offline persona)

= Note: privacy is a complex notion — at times more identifying
information strengthens motivation.

= Limiting the reach of law to protect specific contributors —
especially those whom make small yet important
contributions

istinguishrbetween disputes within,and outside the social -
‘ 0 keeprintern .
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- The p033|bIeTUIe of law:

i'_-__-_ - .
— Goyvernments aggressively pursuing “sock puppeteers”

— Governments aggressively tracking user identity (or
allowing entities to engage In these actions) so to allow
identifying malicious participants

= can only a constant link to the offline persona, assure an

untainted dataflow? - bringing us back to privacy (and
conflicting with eur previous conclusion).




Thank you for your attention!
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